Air Force Unclassified Telework Capabilites (Unclassified)

Downloadable/ Usable on:
AFNET GFE Personal
wkstation Mobile Device

Capability
Conference ai File Group
Call Sharing Workspace

VPN

Service or Platform )
Required

Video
Conference

How to Access

Target Users

Chat Webcast

Air Force Tools (Approved for PIl, FOUO - Standard AFNet processing)

Government Phones and Tablets

Varies

Varies

AFNet Users on gov't devices

Contact local Communications Squadron

Bring Your Own Approved Device (BYOAD)

Select AF Personnel

Not yet approved/available for AF-wide use

https://cs2.eis.af.mil/sites/23802/690%20NSS/SS/Enterprise%20Training/Refere

Enterprise User Remote Access Modernization (EURAM) VPN (USAF VPN Client) X X X AFNet Users X X T .
nced%20Publications/EURAM%20User%20Guide.pdf

Threat Management Gateway (TMG) Legacy VPN (USAF AFNET SSL VPN) X X X AFNet Users X X Contact local Communications Squadron

Desktop Anywhere X X X Air Reserve Component (ARC) X X X https://www.my.af.mil/gcss-af/USAF/content/ZAHkU

DEE Webmail NCR & Select AFNet Users X X X https://web.mail.mil/
Ext | to AFNET: https: .us.af.mil
AFNet CHES Outlook Web Access (OWA) X AFNet Users X X X xternatto ps://owa.us.af.mil/
Internal to AFNET: https://webmail.apps.mil/
Defense Collaboration Services (DCS) X X X X X All DOD Users X X X https://conference.apps.mil/
Secure Access File Exchange (SAFE) X All DOD Users X X X https://safe.apps.mil/
MilDrive (DISA) X X All DOD Users X https://disa.deps.mil/service/milDrive/SitePages/Home.aspx
MilSuite (collection of several tools including milBook) X X All DOD Users With CAC X X X https://www.milsuite.mil/
Tool: https://rocketchat.gs.mil
RocketChat X X X All DOD Users (CAC or Mobile Access) X X X psi// . . . / .
Access https://geoaxis.nga.mil to create a password for the mobile app
. Tool: https://chatsurfer.nro.mil/
ChatSurfer X All DOD Users With CAC X X X

Includes integration of DCS Chat and Intelink Messenger chatrooms

Cloud Hosted Enterprise Services (CHES) 0365 X X X X X X X X* X

Sohnaer;rPis;nt Online i X AFNet Users (Except NCR/ANG) i i: i https://cs2.eis.af.mil/sites/10007/internal/AFNICProjects/cp/SitePages/Home.a

: SPX

Exchange/Outlook/Email X X* X

Teams X X X X X X X X* X

Skype for Business X X X X X X
Global Video Services (GVS) X X X X All DOD Users X X X https://globalvideoservices.csd.disa.mil/gvs-web/

Commercial Tools: Approved for IL4
FOUOQ information allowed EXCEPT FOR information related to Mission Critical Systems or National Security Systems
DOD Commercial Virtual Remote (CVR) - MS Teams Environment X X X X X X All DOD Users X X X You will receive ?n email when your acc0L.Jnt Is auto-provisioned in the next two weeks,
and then access it at http://www.cloud.mil/CVR/
Wickr RAM - AFSOC Cloud X X X X X All DoD and Wickr ME/Pro Users (June 2020) https://install.sofapps.net
MatterMost X X X DOD users w/ .mil email X X X https://chat.collab.cdl.af.mil/
Commercial Tools - FedRAMP Moderate
Allows for some CUI, Pll, and information not intended for public release, No Mission or National Security Information
Zoom Gov X X X All DOD Users - No CAC X X https://zoomgov.com/
. . . . A 560 U . . https://WWW.cisco..com/c/en/us/solutions/industries/government/federaI-
government-solutions/fedramp.html
Virtru X All DOD Users X X https://www.virtru.com/
Signal X All DOD Users X X https://signal.org/
**Commerical Tools - OPEN
Only Use for Fully Unclassified - Publicly Releasable Information

Telehone / Teleconference Bridge X All AF End-Users X Contact local Communications Squadron
GoToMeeting X Public X X X https://www.gotomeeting.com/
All Partner Access Network (APAN) X X Public X X X https://www.apan.org/
Zoom Commercial X X X Public X https://zoom.us/

* = with BUEM installed

** Not supported by your Communications Squadron or endorsed in any way by the US government; work directly with the resource's support team for assistance.

Capabilites available via normal network connectivity are available through VPN access. AFNET VPN use requires a government provided computer.
As additional capabilities become available for home or mobile use they will be advertised, and this matrix will be updated
Please contact your local communications support for additional information on these capabilities and the services available through them

Notes

[ Tit5- Approved for FOUO, PII, HIPPA, CUI

IL4 - Approved for Pll and FOUO, not National Security information
Fed Ramp Moderate - Allows some CUI and PIl, info not intended for public release

Publicly Releasable Information - Only Use for Fully Unclassified
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